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Test Your Understanding

1.
a) Distinguish between single networks and internets.

A: Networks like LANs are located within sites, like corporate buildings, universities, offices of all sorts.  An internet is the use of routers to connect two or more individual networks, where the path of a packet is called a route.

b) Distinguish between internets in general and the Internet.
A: The internets that are described above connect smaller networks with another.  The Internet or World Wide Web (WWW) is a network made up of hundreds of millions of host computers and networks and the packets are sent through routes like the smaller internet above. 

c) What are intranets?
A: The private internets that connect different networks of a large corporation are called intranets.
5.
a) At what layer would you find frames?
A: At the data link layer.

b) At what layer would you find packets?
A: At the internet layer.

c) Which is encapsulated in the other—frames or packets?
A: Packets are encapsulated into frames.

d) In a transmission between two hosts separated by five networks, how many packets will there be?
A: One.

e) How many frames?
A: There will be five different frames, one for each different network.
10.
a) Distinguish between connection-oriented service and connectionless service.
A: The distinguishing factor between these two types of services is the fact that for a connection-oriented services the two communicating partners have a mutual agreement at the beginning and the end of a connection (conversation), with a connectionless service both parties can connect and send their data whenever “they” want to, without any mutual agreement.

b) Is IP connection-oriented or connectionless?
A: IP is connectionless thus labeled unreliable the reliability starts and ends with the TCP in the transport layer.
15.
a) What kind of port numbers do major services, such as e-mail services, use to designate themselves?
A: These are the so-called well-known port numbers between zero and 1023.

b) What kind of port numbers do clients use to designate themselves?
A: These are the so-called ephemeral port numbers that are between 49153 and 65535.

c) What is a socket?
A: A socket is a notation in which the IP address and port numbers are separated by a colon, like 60.171.18.22:50047 that identifies a particular application on a particular host.

d) What does a socket designate?
A: A particular application on a particular host.

e) What is port spoofing?
A: In port spoofing an application uses a well-known port number despite not being the service that uses that well-known port number.

f) Why would attackers use port spoofing on Port 80?
A: The reason that attackers use Port 80 is that many firms allow communication to and from Port 80 to pass through their firewalls.
20.
a) Why are ICMP control messages especially dangerous? 
A: ICMP control messages are especially dangerous because the allow hackers to use them to modify important aspects of network operation.

b) What do source quench messages do?
A: Source quench messages are used as flow control messages and are used when one host wants another host to slow down.

c) How can hackers abuse them?
A: Hackers can send this type of ICMP message in a denial-of-service attack causing the host to slow down so much that it can no longer serve its user base.

d) What do ICMP redirect messages do?
A: ICMP redirect messages tell a host or router that there is a better way to send an IP packet to a particular destination.

e) How can hackers abuse them?
A: Hackers can use these messages to redirect data traffic to another network or into a black hole where they are simply deleted.
Thought Questions

1.
Why do Ping-of-Death, Teardrop, LAND, and other attacks require new approaches to software testing beyond those needed for error detection?
A: Because all three of these attacks at first look don’t constitute an error of sorts with the exception of a LAND attack.  Software and Firmware developers have to integrate the proper handling of these types of message attacks in the design phase of their development. 
2.
Discuss prospects for redesigning the Internet from scratch to make it more secure. This is a highly complex question.
A: There has been talk of this because of the corruptness of the Internet we know today.  The Working Group on Internet Governance (WGIG) has done a lot in the past years to get bring us all together to govern the internet.  Although I no longer know the name of the group that is working today on a new Internet it is supposed to be a lot more secure and controllable. I believe that there should be another alternative…
3.
How do you think attackers send crafted packets if they work on Windows PCs?
A: Although I am not totally certain – because I have never dealt with it – there are probably hacker programs that allow one to doctor packets that can be used for attacks.
4.
Why do you think network mapping is important to attackers?
A: I think that network mapping is important for attackers that are looking for a host that is not hardened that can be exploited.
5.
In an ICMP echo message, what is the value in the code field?
A: In an ICMP echo message the value in the code field is a zero which would equal  to no code.
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